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Abstract—Wide applications of artificial intelligence technologies have led to new threats that cannot be
effectively addressed using current tools for secure software development. To meet the challenge, the
Research Center for Trusted Artificial Intelligence based on the Institute for Systems Analysis of the Russian
Academy of Sciences was founded within the federal project “Artificial Intelligence” in 2021. Its objectives
are the creation of scientific and technological basis for building trust in Al technologies. This paper discusses
the risks and threats of applying artificial intelligence technologies, and describes the research directions and
intermediate results produced at the Research Center for Trusted Artificial Intelligence.
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1. INTRODUCTION

Modern intelligent systems use a variety of tech-
nologies consisting of artificial intelligence (Al) meth-
ods and algorithms, machine learning frameworks
(e.g., TensorFlow, PyTorch), and infrastructure solu-
tions for their support (cloud systems, specialized
hardware systems, etc.). Building up trust in such sys-
tems is a long-term challenge, and a solution has been
actively sought by the world community for several
years. However, now there is no scientific and techno-
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logical basis for the development of highly reliable
trusted and simultaneously efficient systems using Al
technologies (intelligent systems), including tools for
searching for new types of vulnerabilities and counter-
acting new types of threats specific to these technolo-
gies.

A solution to this challenge is sought in two oppo-
site directions. The first is the development of require-
ments for intelligent systems and the development of
state standards [1, 2].

The second direction is the creation of a scientific
and technological basis for supporting the emerging
standards. Without creating tools ensuring the safety
of functioning intelligent systems, the developed and
prospective standards cannot be implemented in full.
Work in this direction is carried out at the Research
Center for Trusted Artificial Intelligence of the Insti-
tute for Systems Analysis of the Russian Academy of
Sciences.

The program of the Center consists of the following
key research directions (Fig. 1):

« the study of the structure of open machine learn-
ing (ML) frameworks, analysis of their source codes,
and the creation of trusted ML frameworks;

« research and development of software tools for
analyzing, detecting, and counteracting threats spe-
cific to Al technologies (AIT), including the following
three sections:
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Fig. 1. Directions of study of the Center.

o research and development of methods and soft-
ware codes for detecting and counteracting adversarial
attacks on ML models;

o research and development of methods and soft-
ware codes for detecting and counteracting attacks
with injection of backdoors and malware into ML
models;

o research and development of methods and soft-
ware codes for explaining and improving the interpret-
ability of ML models;

« development of techniques and a test basis
(benchmarks) for examining whether intelligent sys-
tems satisfy trustworthiness criteria and for testing
them on application systems;

« creation of an alienated cloud platform for devel-
oping trusted Al systems.

The results of the current studies and developments
in each direction are discussed in the next sections.

2. TRUSTED MACHINE LEARNING
FRAMEWORKS

Libraries and ML frameworks are used in large
numbers for productive development of intelligent
systems. These software tools significantly facilitate
the creation of application products. However, as any
software code, they may contain bugs and undocu-
mented features at the level of the source code or soft-
ware dependencies. Such vulnerabilities can be used
by a malefactor to attack the target system. Thus, over-
all trust in intelligent systems cannot be created with-
out building trust in these key system components.

The development of trusted industrial software is
regulated by the secure development lifecycle (SDL).
An important aspect of SDL practices is that not only
developed components, but also open source software
involved have to be analyzed. The basic analysis meth-
odsused in SDL are static and dynamic analysis (fuzz-
ing). With the help of these techniques, it is possible to
detect critical defects in software and then eliminate
them prior to product release.

The Center was tasked with developing trusted ver-
sions of popular frameworks, such as Tensorflow and
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PyTorch. The attack surface of these frameworks was
analyzed. A promising attack vector was chosen to be
the model load component, since trained models can
often be taken from an untrusted source. Additionally,
for TensorFlow, fuzzing targets were recovered in the
OSS-Fuzz project, which ensures continuous fuzzing
for open source software [3].

The frameworks were fuzzed using the Sydr tool
[4]. As a result, seven errors for PyTorch [5, 6] and one
error for TensorFlow [7] were revealed. The source
codes of the frameworks were also analyzed using the
Svace static analyzer [8]. As a result, 13 errors were
found in PyTorch [9] and 8 errors, in TensorFlow [10].

The found errors were reported to the developer
community, and suggestions on the correction of some
of them were made. For further use, all corrections
were collected in trusted framework versions based on
PyTorch v1.11.0 and TensorFlow v2.8.2.

Note that the frameworks are still under develop-
ment and new versions appear. Accordingly, constant
checks of new code modifications and synchroniza-
tion of trusted versions with the original repositories
are required. To facilitate this continuous process, a
hardware-software infrastructure combining SDL
instruments with tools for their automated application
has been developed for building trust in baseline ML
frameworks.

3. THREATS SPECIFIC TO INTELLIGENT
SYSTEMS AND COUNTERACTION METHODS

A central issue of the development of trusted intel-
ligence systems is that mappings learned by ML mod-
els are unstable to variations in input data. Even a
minor modification of the input, for example, adding
visually unseen noise to an image, can significantly
change the model prediction on the new object,
although it is nearly indistinguishable from the origi-
nal one both visually and in terms of similarity met-
rics. This phenomenon has given rise to so-called
adversarial attacks. The relevance of methods for
counteracting adversarial attacks on ML models was
confirmed in experiments carried out at the Center
Vol. 106
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with models and datasets from scientific partners
(Innopolis University, Lobachevsky University of
Nizhny Novgorod). A successful white box attack was
performed on a system of X-ray picture segmentation
and on models for human age prediction from gene
expression data based on decision tree boosting.

Approaches to the design of attack-robust models
are divided into two classes. In the first, the model
itself is modified (smoothed), which leads to higher
empirical robustness. It is possible to obtain a theoret-
ically guaranteed attack size for which model predic-
tions do not change. Within the work of the Center of
Trusted Al, a universal probabilistic approach to the
design of models with certified robustness based on
Chernoff—Cramér bounds was proposed for the first
time by researchers from Skoltech [11]. By applying
this approach, the probability of a model to fail can be
formally estimated for an attack sampled from a cer-
tain distribution. The theoretical findings of [11] are
supported by experimental results on different data-
sets.

In the second approach, the learning method
changes. Studies in this direction concerning optimi-
zation problems under (adversarial) noises were con-
ducted at the Center. Specifically, black-box optimi-
zation models in which attacks are modeled by small
noise added to the objective function value were inves-
tigated [12]. A general scheme for reducing the convex
gradient-free optimization problem to a convex
smooth optimization one with a stochastic gradient
oracle was proposed. For the first time, it was shown
that a method that is optimal in terms of the number of
oracle calls (the number of objective function evalua-
tions) is also optimal in terms of the number of succes-
sive iterations and, most importantly, that this method
is most sensitive to the inaccuracy in the function
value, as suggested by evidence. Thus, an approach
was proposed that is optimal in terms of all three crite-
ria (namely, the number of oracle calls, maximum
parallelism, and the maximum admissible level of
noise). Additionally, difficulties associated with for-
malizing attacks on optimization problem parameters
were overcome in such a way that the original optimi-
zation problem was eventually replaced by a saddle-
point problem. Approaches to the solution of such
optimization problems with proved optimality were
proposed [13, 14].

Additionally, researchers of the Center tested an
application approach for gaining robustness against
adversarial attacks, namely, adversarial training of
models, i.e., training on adversarially perturbed data,
as well as data augmentation methods against adver-
sarial attacks were also tested [15]. A new neural net-
work architectures that are more robust against adver-
sarial attacks with standard forms of perturbations
were also developed [16].
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4. IMPROVEMENT OF MODEL
INTERPRETABILITY

Neural networks are widely used as powerful mod-
eling tools and are included in most major commercial
software products for data mining. Modeling, how-
ever, is only part of the data mining process. Addition-
ally, the influence of input variables on model results
has to be analyzed. Low-quality interpretation results
produced by a model can be used in malicious attacks
on the target system, for example, via data poisoning.
Thus, building trust in intelligent systems requires the
interpretability of application models.

As part of its work, the Center was tasked with
improving the interpretability of results and detecting
incorrect results produced by multilayered neural net-
works. A test bench for visualizing a fully connected
neural network with sublinear activation functions for
the binary classification problem in a two-dimen-
sional feature space was developed. The test bench was
used to analyze the geometric interpretation of a
trained neural network model with each neuron
assigned to a separating hyperplane in the original fea-
ture space. On this basis, several new methods for
model analysis were proposed. For an input example,
k nearest neighbors in the training set from the
model’s point of view are presented as an interpreta-
tion of the network solution. A method is proposed for
constructing a decision tree imitating the work of the
original neural network such that the leaf nodes of the
tree correspond to the mentioned sectors or their
unions. Statistical analysis in them can show, for
example, whether the network solution in a given
domain is reliable or a definite decision cannot be
made. The proposed approaches can be used in fully
connected neural networks with arbitrary numbers of
neurons and layers. For convolution neural networks,
a method for recovering interpolated images from
points of feature space was proposed. Additionally,
analysis methods for filters for determining a given
class of images are under development.

Two computationally efficient methods for uncer-
tainty estimation of multilayered neural networks
based on the Transformer architecture were created in
[17]. According to the first method, whether analyzed
objects belong to certain classes is estimated using an
ensemble of neural networks, each with masked indi-
vidual weights of the output layer. The second method
is based on estimating the distance between the latent
embeddings of analyzed objects and the nearest
objects from the training set. Experiments on text clas-
sification tasks and named entity recognition showed
that the proposed methods significantly improve the
reliability of misclassification detection as compared
with more computationally intensive methods.

Additionally, an approach for obtaining semanti-
cally interpretable categories for embeddings based on
WordNet semantic networks was examined. Semantic
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Fig. 2. High-level architecture of the Platform.

classes (superconcepts) combining sets of words were
used as interpretable dimensions.

5. DEVELOPMENT OF TECHNIQUES
AND A TEST BASIS (BENCHMARKS)
FOR TRUSTWORTHINESS ASSESSMENT
IN APPLICATION SYSTEMS

The presence or absence of a malefactor, scenarios
of malefactor influence on life cycle processes in
application intelligent systems, and the variety of real-
world tasks and intelligent systems have to be carefully
analyzed and systematized. Relying on such an analy-
sis, we have developed trustworthiness criteria for
intelligent systems, which we intend to test on actual
intelligent systems in the future.

Note that trust in intelligent application systems
cannot be considered separately from the efficiency of
these systems. For example, the development of an
ML model that is invulnerable, for example, to adver-
sarial attacks is a trivial task if minimum requirements
for the accuracy and recognition rate of this model are
specified. Thus, an important task is to create a test
basis consisting of datasets and models involving real-
world tasks from various application areas and to
develop techniques for examining whether intelligent
systems and their components satisfy the trustworthi-
ness and efficiency requirements.

Benchmarks have been developed for solving real-
world tasks involving data of different types, such as
text, images, video, graphs, and tables. As bench-
marks, simple (baseline) models were used and state-
of-the-art solutions were created, on which the effi-
ciency of trust building methods can be demonstrated
under actual conditions.

Specifically, a new procedure for creating artificial
motion for training more stable neural network algo-
rithms intended for video processing was developed.
The proposed procedure was used to train a neural
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network algorithm for semantic matting of videos with
people [18]. The emphasis in the algorithm was placed
on the temporal stability of results. By applying the
proposed procedure, the size of the training set was
increased significantly and the stability of the matting
method to different types of motion was enhanced.

A novel single-pass method inspired by object
detection algorithms from computer vision was devel-
oped for open information extraction from texts [19].
The approach uses an order-agnostic loss based on
bipartite matching that forces unique predictions and
a Transformer-based encoder-only architecture for
sequence labeling. The proposed approach demon-
strates superior or similar performance as compared
with state-of-the-art models on standard benchmarks
in terms of both quality metrics and inference time.

6. CLOUD PLATFORM FOR DEVELOPING
TRUSTED INTELLIGENT SYSTEMS

Based on the results of conducted research, we
have developed the concept of a cloud platform for
developing intelligent systems. The platform will

» contain tools for analyzing datasets and ML
models, including explanation of models, their attack
robustness assessment, and performance evaluation;

« store trusted models, algorithms, and datasets for
training models and carrying out experiments (bench-
marks);

» provide life cycle components for developing
secure software.

Modern ML methods require a large amount of
computational resources at the stage of model train-
ing. At the other stages, these resources may be used
inefficiently. The cloud computing model resolves this
problem by providing access to computational
resources on request. Accordingly, the Platform
should be deployed in public and private clouds. The
Vol. 106
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performance of the Platform, together with a cloud
architecture, will be demonstrated as applied to the
Asperitas cloud platform and the Michman orchestra-
tor [20], which deploys the necessary software compo-
nents on request.

Another key requirement for the Platform is exten-
sibility. As new software tools for analyzing and imple-
menting attacks and defense appear constantly, it will
be possible to add them to the Platform. Specifically,
software interfaces (Fig. 2) and techniques for adding
them are under development.

7. CONCLUSIONS

The Research Center for Trusted Artificial Intelli-
gence has been developing a scientific-engineering
basis for creating trusted intelligent systems. For this
purpose, staff members and partners of the Center
carried out works in the following directions: the cre-
ation of trusted machine learning frameworks, the
study of Al-specific threats and counteraction meth-
ods, enhancement of the interpretability of machine
learning models, development of techniques and
benchmarks for trustworthiness evaluation, and com-
bining application tools in a cloud platform for devel-
oping trusted intelligent systems. The research results
were published in nine papers reported at A* confer-
ences and in seven papers in journals from the first
quartile (Q1). The main application results obtained
by the staff of the Center in 2022 are the trusted ver-
sions of the TensorFlow and PyTorch frameworks,
which have been turned over to the Center’s industrial
partners for trial operation.
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